Carbon Black Management Dashboard

Asset Manager accesses the API of Carbon Black (at a polling interval set by the user) and retrieves the inventory of hosts, servers, and other endpoint
systems ("Carbon Black managed endpoints").

Asset Manager correlates this inventory against Asset Manager's authoritative index of IP address space- comparing to advise Carbon Black of any
devices where it doesn't see a Carbon Black endpoint indicated on the device, as those would be "undefended/unmanaged" endpoints.

Asset Manager highlights the differences and commonalities into views:
® Asset Manager Only IPs: IP addresses Asset Manager knows about, but are unmanaged by Carbon Black
® Carbon Black Only IPs: IP addresses Carbon Black knows about, but are unknown to Asset Manager (e.g., if Asset Manager does not have

access to a network or an off-network device, but Carbon Black is still aware of the client agent)
® Carbon Black and Asset Manager Managed IPs: IP addresses both Asset Manager and Carbon Black know about.

IPs Unmanaged by Carbon Black

[0 IPAddress @ *  MacAddress *  Active® - devicetype ~ os v zonename ~  First Observed @ - Last Observed @ -
0 10.0.1.32 true Unix/Linux Lumeta-TInternal  10/04/2022 11:44:55 AM  11/10/2022 05:25:42 AN
O 10.0.1.41 00:50:56:bl:c6:bb true Security Lumeta-Internal 10/04/2022 11:50:29 AM 11/10/2022 05:25:42 AM
0 10.06.1.42 00:50:56:b1:c6:47 true Security Lumeta-Internal 10/04/2022 11:50:29 AM 11/10/2022 05:25:42 AM
O 10.0.1.44 true General Purpose Linux Lumeta-Internal 10/04/2022 11:44:55 AM 11/10/2022 05:25:42 AM
0 10.0.1.45 true Infrastructure FreeBSD Lumeta=Internal 10/64/2022 11:43:54 AM 11/10/2022 05:25:42 AM
O 10.0.1.58 true Lumeta-Internal 10/04/2022 11:44:55 AM 11/10/2022 05:25:42 AM
Maia a1 62 true Hindy /1 4y Limata=Tntarnal 1A/A4A/7APT 1714455 AM 11 /109073 AS-75-42 AW

IPs Unmanaged by Lumeta

O 1P Address @ ~  DNSName +  id -
O 18.10.0.38 Probook-4530s-1.lumeta.com 14
0 10.10.0.50 857@p=-rkodur. lumeta.com 9
[J 19.10.0.54 HP8530w 15
] 10.64.8.26 650-EPAYNE. lumeta.com 16
O 65.246.244.78 6565b2-rkodur.lumeta.com 2
J 65.246.246.108 857@p-aishkov.lumeta.com 3

Carbon Black and Lumeta Managed IPs

[J IP Address @ ~ | active * dns -
0 172.16.62.12 true 6570b-dev02. lumeta.com
0 172.16.62.11 true 6570b-dev02. lumeta.com
[J172.16.62.108 true Probook-4530s-1.Tlumeta. com
O 172.16.62.9 true IT-Spare-LRamos. lumeta.com
0 172.16.62.8 true 8570p-rkodur. lumeta.com

J 172.16.62.7 true 4530s-fabbasi.lumeta.com
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